ISO Courses in Partnership with PECB

Burt Kim
Burt.kim@simpligrc.com
December 26, 2024

1|Page
SIMPLIGRC



Table of Contents

FLI 1) € £ 1¥ e 4 o o TP OO T PP PP PP PP 3
2. PECB COUISES .eiiiiiiiiiiiiitee ettt et ee ettt e s ettt e e sttt e e s bttt e s sbe e e e s eaba e e e sambeeeesabteeessabeeeesansaeeesantaeeesansneesaan 3
2.1. Current PECB CouUrses OffEred .....c.cieiiiiiiieiieeiiiie ettt sttt nee e s e sne e e 4
Appendix A-1SO 22301 Business Continuity Management System ........cccccceeeevicciiiieeee e 5
Appendix B -ISO/IEC 27001 Information Security Management SysSteM.......cccoeecuviiieeieiiviciiieneeeeeeenns 6
Appendix C - ISO/IEC 27005 Information Security Risk Management........ccccccovvvviiiieeeeiiiniiiineeee s, 7
Appendix D —1SO 31000 Enterprise Risk ManagemeNnt........cooccuuiiiiiiiiiiiiiiiieees e ee e ssiinee e e e 8

2|Page

SIMPLIGRC



1. Introduction

SimpliGRC Inc. was founded by two seasoned Governance, Risk, and Compliance (GRC) experts
based in Alberta, Canada. We have audited, assessed, developed, managed, and operated a
diverse array of GRC and cyber security programs and projects across various industries. We’ve
implemented many programs and projects using our certifications, coupled with requirements
tailored for our clients. Certifications are invaluable for understanding best practices developed by
industry leaders, encapsulated in comprehensive course materials. Pursuing these certifications is
an efficient and effective way to gain credible and in-depth knowledge in specialized fields.

SimpliGRC is PECB’s only authorized training partner in Western Canada. In partnering with PECB’s
industry trusted and quality training material, your learning experience is substantially set up for

Success.

PECB certifications are distinguished by prestigious global
accreditations, affirming both their value and your expertise. PECB
certifications are validated by top-tier bodies including the
International Accreditation Service (IAS-PCB-111), the United Kingdom
Accreditation Service (UKAS-No. 21923), and the Korean Accreditation
Board (KAB-PC-08) under ISO/IEC 17024 — General requirements for
bodies operating certification of persons. Additionally, our certificate
programs are validated by the accreditation from the ANSI National

\ Accreditation Board (ANAB-Accreditation ID 1003) under ANSI/ASTM
N / E2659-18, Standard Practice for Certificate Programs.

2. PECB Courses

PECB courses range in several industry
standards including ISO risk
management, information security, and
business continuity.

PECB courses are offered through three
different delivery methods.

1. Self-Study
2. elearning
3. Instructor led

If you prefer Instructor-Led training,
please contact us directly so we can
discuss your training needs.

g
: 2|25
Course Delivery 525, g T
B|d|E
In-person or online interactive learning v
Scheduled class time (2 to 5 calendar days) v
Scheduled timeframe to complete the course v v
Life longaccess to PECB course material VvV
Online lessons for on-demand playback v
Full CPEcredits for the enrolled course vV
~50% CPE credits for the enrolled course v
PECB certification upon passingthe exam VvV
BExam Fee included VvV
Free exam retake (12 months from enroliment date) | v | v | v
Course costs $ | $%|55%
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2.1. Current PECB Courses Offered

Artificial Intelligence

Business Continuity and Resiliency

Compliance

Cybersecurity

Information Security

Governance
Maturity Models

ISO/IEC 42001 - Artificial Intelligence Management System
Certified Artificial Intelligence Professional

ISO 22301 - Business Continuity Management

ISO/IEC 27035 - Information Security Incident Management
Operational Resilience Management

Crisis Management

Disaster Recovery

(DORA) Digital Operational Resilience Act

(GDPR) Certified Data Protection Officer

ISO 37301 - Compliance Management System

ISO/IEC 27701 - Privacy Information Management System
Management System Internal Audit

(NIS2) Network and Information Security 2 Directive
SOC2

Cloud Security

Computer Forensics

Cybersecurity Management

Cybersecurity Threats

Ethical Hacking

ISO/IEC 27033 — Network Security

ISO/IEC 27034 - Application Security

NIST Cybersecurity

Penetration Testing

SCADA Security

ISO/IEC 27001 - Information Security Management System
ISO/IEC 27002 - Information Security Controls

ISO/IEC 38500 IT Governance

(CMMC) Cybersecurity Maturity Model Certification

More courses will be added when available by PECB. Visit SimpliGRC and PECB websites for more

information.
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https://simpligrc.com/cert-training/
https://pecb.com/en/education-and-certification-for-individuals

Appendix A-1S0O 22301 Business Continuity Management System

ISO 22301 Business Continuity Management Systems (BCMS) sets out requirements for business continuity management

systems providing a comprehensive framework that enables organizations to effectively anticipate, prepare, respond, and recover

from disruptions. An effective BCMS enables organizations to detect and mitigate potential threats, ensuring the continuity of
their operations.

1. Value of ISO 22301 Certification

Respond to disruptions with resilience
Absorb knowledge from industry contributors

Supports compliance to regulations regarding business continuity
Greater understanding of Business Impact Analysis (BIA) and risk management
Increased confidence in your qualifications

Cost savings through insurance and effective planning

Support continuous improvement activities

2. 1SO 22301 BCMS courses

Delivery ISO Course Course Name Audience Description
1SO 22301 Foundation training is designed to help participants understand the
- Business Continuity (BC) Managers fundamental concepts and principlesAof a t?usin‘es.s continuity mahe‘agement‘system
elearning 1SO 22301 Foundations BC Consultants (BCMS) based on ISO 22301. By attgndmg this training coursg, part'|C|pants will lear'n
BC Practitioners more about the structure and requirements of the standard including the BCMS policy,
the top management’s commitment, internal audit, management review, and continual
Self-Study improvement process
BC Auditors The ISO 22301 Lead Auditor training course will equip you with the necessary
. competencies to audit BCMSs based on best audit practices and principles. It will
elearning 1SO 22301 Lead Auditor Bg Zlanagers provide you with the knowledge and expertise required to navigate the complex
EC P;ncstlijtlitj:;fs landscape of BCMS audits, ensuring that organizations can effectively safeguard their
Self-Study operations and maintain continuity in the face of diverse disruptions and uncertainties.
ISO 22301 Lead Implementer training course enables participants to acquire the
) BC Managers knowledge necessary to support an organization in effectively planning,
elearning 1SO 22301 Lead Implementer |BC Consultants implementing, managing, monitoring, and maintaining a BCMS based on ISO 22301.
BC Practitioners It aims to provide a comprehensive understanding of the best practices of a BCMS
Self-Study and a framework for its continual management and improvement.
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Appendix B-ISO/IEC 27001 Information Security Management System

ISO/IEC 27001 Information Security Management Systems (ISMS) provides requirements for organizations seeking to establish,
implement, maintain and continually improve an information security management system. This framework serves as a guideline
towards continually reviewing the safety of your information, which will exemplify reliability and add value to services of your
organization.

1. Value of ISO/IEC 27001 Certification
e Learn how to enhance your firm's security posture
e Gives a competitive advantage for those without certification
e Supports regulatory compliance programs, including the new version of ISA/IEC 62443
o Arm yourself with methods to improve existing processes
e Increase customer confidence
e Support continuous improvement activities

2. ISO/IEC 27001 ISMS Courses

Delivery ISO Course Course Name Audience Description

Information Security (IS) Managers

ISO/IEC 27001:2022 Foundation training allows you to learn the basic elements to
implement and manage an Information Security Management System (ISMS). During

elearning ISO/IEC 27001 Foundations IS Consultants this training course, you will be able to understand the different modules of ISMS,
IS Practitioners including ISMS policy, procedures, performance measurements, management
Self-Study commitment, internal audit, management review and continual improvement.
L . ::::Iudltors ISO/IEC 27001 Lead Auditor training enables you to develop the necessary expertise
eearning ISO/IEC 27001 Lead Auditor anagers to perform an ISMS audit by applying widely recognized audit principles, procedures
IS Consultants .
. and techniques.
Self-Study IS Practitioners
L . IS Managers ISO/IEC 27001 Lead Implementer training course enables participants to acquire the
eLearning ISO/IEC 27001 Lead Implementer (IS Consultants knowledge necessary to support an organization in effectively planning,
IS Practitioners implementing, managing, monitoring, and maintaining an ISMS.
Self-Study

6|Page
SIMPLIGRC




Appendix C - ISO/IEC 27005 Information Security Risk Management

ISO/IEC 27005 provides a risk management framework for organizations to manage information security risks. Specifically, it
provides guidelines on identifying, analyzing, evaluating, treating, and monitoring information security risks. The standard
supports the guidelines of ISO 31000 and is particularly helpful for organizations aiming to safeguard their information assets and
achieve information security objectives.

1. Value of ISO/IEC 27005 Certification
o earn a structure approac risk management from industry practitioners
L truct oachtorisk tf dust titio
e Alignment to the risk management component in ISO 27001
e Customizable to fit your organization
o Improves the understanding of your risk landscape to result in informed decision makin
| th derstand f k land t It f dd k
e |ncrease customer confidence
e Support continuous improvement activities
2. 1S0O 27005 Information Security Controls Courses
Delivery ISO Course Course Name Audience Description
ISO/IEC 27005 Foundation is a two-day training course that focuses on the
IS & Risk Managers information security risk management process introduced by ISO/IEC 27005 and the
elearning ) . structure of the standard. It provides an overview of the guidelines o
L . ISO/IEC 27005 Foundations IS & Risk Consultants fth dard. | id i fth ideli FISO/IEC 27005
IS & Risk Practitioners for managing information security risks, including context establishment, risk
assessment, risk treatment, communication and consultation, recording and
Self-Study reporting, and monitoring and review.
IS & Risk Managers The ISO/IEC 27005 Lead Risk Manager training course enables participants to acquire
elearning . . the necessary competencies to assist organizations in establishing, managing, and
ISO/IEC 27005 Lead Risk Manager |IS & Risk Consultants
g IS & Risk Practitioners improving an information security risk management (ISRM) program based on the
Self-Study guidelines of ISO/IEC 27005.
IS & Risk Managers The ISO/IEC 27005:2022 Risk Manager training course enables participants to
elearning 1SO/IEC 27005 Risk Manager IS & Risk Consfltants understand the process of developing, establishing, maintaining, and improving an
g IS & Risk Practitioners information security risk management framework based on the guidelines of ISO/IEC
Self-Study 27005:2022.
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Appendix D - ISO 31000 Enterprise Risk Management

ISO 31000 is an international standard that provides guidelines on managing any type of risk in any business activity. The standard
provides guidelines on principles, risk management framework, and application of the risk management process. ISO 31000 is
applicable to organizations of all types and sizes who seek to integrate risk management into business functions. It covers the risk
management principles which are the foundation for managing risk, and guides organizations in developing a risk management
framework.

1.

Value of ISO/IEC 27005 Certification

e Learn astructure approach to risk management from industry practitioners
e |ntegrate risk management into your business processes
e Improves the understanding of your risk landscape to result in informed decision making
e Supports regulatory compliance programs
e Increase customer confidence
e Support continuous improvement activities
2. 1SO 31000 ERM Courses
Delivery ISO Course Course Name Audience Description
The ISO 31000 Foundation training course presents the basic principles and
Risk Managers approaches of managing risks and opportunities based on the guidelines of ISO
elLearnin . ) & 31000. This training course focuses on the main components of ISO 31000: basic
g
1SO 31000 Foundations Risk Consultants L L . .
Risk Practitioners terms and definitions, principles of risk management, risk management framework,
and risk management process. In addition, each step of the risk management
Self-Study process is analyzed and elaborated individually.
The ISO 31000 Lead Risk Manager training course helps participants develop their
competences to support an organization create and protect value by managing risks,
Risk Manasers making decisions, and improving performance using the ISO 31000 guidelines. It
eLearning 1SO 31000 Lead Risk Manager RiskConsugltants provifdes information regarding the core ele_me_nts and the_ effective implementation
Risk Practitioners of arisk management framework, the application of the risk management process,
and the actions necessary for the successful integration of these elements to meet
organizational objectives. Furthermore, it provides guidance on the selection and
Self-Study application of techniques for assessing risks in a wide range of situations.
The ISO 31000 Risk Manager training course helps participants develop their
competences to support an organization create and protect value by managing risks,
Risk Managers making decisions, and improving performance using the ISO 31000 guidelines. It
elLearning 1SO 31000 Risk Manager Risk Consugltants provifjes information regarding the core eléme.nts and th? effective implementation
Risk Practitioners of arisk management framework, the application of the risk management process,
and the actions necessary for the successful integration of these elements to meet
organizational objectives. Furthermore, it provides guidance on the selection and
Self-Study application of techniques for assessing risks in a wide range of situations.
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